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Abstract

At present, the matrix decomposition recommendation system has the risk of privacy leakage in a
centralized environment, and more data owners are unwilling to provide their own data. Therefore,
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the application of the federated matrix decomposition recommendation system in a distributed en-
vironment has emerged. The traditional federated matrix decomposition model has low recommen-
dation accuracy when the data is sparse, and does not consider the dynamic nature of user interests
changing over time. In view of the above problems, this paper introduces the combination of the fed-
erated matrix decomposition model and the temporal latent semantic model, and proposes a feder-
ated matrix decomposition recommendation algorithm TF-FedMF (Federated Matrix Factorization
Recommendation Algorithm with Temporal Feature Integration) with temporal feature integration.
The algorithm adds temporal features to the framework of federated matrix decomposition to cap-
ture the trend of user behavior changing over time, thereby improving the timeliness and accuracy
of the recommendation system; at the same time, the uploaded gradient information is encrypted by
combining homomorphic encryption to enhance the security of the algorithm. An experimental com-
parison is carried out on the MovieLens dataset. The experimental results show that the proposed
algorithm has higher recommendation accuracy than other algorithms while taking into account user
privacy and security.
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1. 53|

B AE R E I ARBUR B AL DR VE AR B AT, B RA DRI B A8 22 SIE SR SR DL AR 3R45 1 s
WK, T7ESCHLRFARIP AL F S S MR T, B (WL#s) % ~) (Federated Learning, FL)&IE 2 F)
T EEERVE. FL VIR H Google [1142H 1, H HFR 2RI MESENH P FHL RN AEER
)= AAGHIRR BTN, ARG R, ARG NG B AR 2 iR S
45, MTIHAOR 1 RS . s, WTRUER, 53T M P EGEEE Y S eSS, 2 S B0 RFA
TRy B LA R O TN RE /1. 3% T FL FISERPE. B B4R AN [2] [314E 2020 45 B
FTTRAE T B .

BEAE B 2 ) R B FU AR N, BB 2 S N THERE R 7 T B 0 — B8R & . 2019 4%,
Ammad-Ud-Din 55 A [4] 8 U B STHEZL R 29 [ 8 5002, 4 th— FhIBEHR 2 ST B IRl i g 4
%, VLIRS SRS G I R PR . BES, TORERATIE ST HERE R S Ao
TR R[S AR 720 EL[6] v i Bt b, SR M 1 G R R4 /) fi# (Federated Matrix Factorization, FedMF)
[7]. BEFR4rf#AL(Federated factorization machine, FedFM)ZEIX I HEFE ST . Qi 25 NAE 2020 4R T —Fh
IS 37 [ 4 47 (Federated News Recommendations, FedNewsRec) /7 1:[8], I /78 8 [ 7 & (/9 3 5 5. F A2 )
AT A TE R P AR A b, AN PAERIRSS AR . MRS T 4Epop MR A, JREd kA KR
PR EE AT BT . Flanagan 25 AT 2021 4R H T —FiIBCHS 22 40 B [ 40 i (Federated Multi-View
Matrix Factorization, FED-MVMF) /%, 1% /& 88— AN A fl BAE BRI 2 40 B H B 7 5 1%:[9]. (5 1
R FEMIRAFAE G F - B A 5 ) 2

McSherry 5 A [10] 8 IRFEHESE R G0 b S 2243 KA, 38 1wy 350 B 22 18] PR AR ABARE B J7 22 66 R I 2 A
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SE SUMBENLAME 7S, B UE HAEHER RGP A R . Liu 8 A[1115 2 5 BRI 51 NAERLE) B br ek 2L,
ST RN Zd AR B RA IR . Yang S8 N[12]5E X HETE RGP HREAA ), F ) — b G435 7
Pzl 7 2253 B fL U Rl JEHEFFAEZE,  DABS L HE 3 Bahon B P& i By . R bk 22 43 B AL IR 3P
ARAE—EREE LR 7 A NEE AL, (8 th ] (56 DA 7 o O T8 i s ) SR AR R I, 3 U AR STy
PER R

Erkin &8 N[13]f# /] %42 2 77 tH AN RIS I E BOR TR HERE R GERIBaAL, 25 iR i SIS 1E
(U 5F =5 45 F P FIHERE R 55 5 2 T 2 EAT Bl B s, AT DR B B AL . Kim S5 A [L4]R A 2 Rl A I HoR
XN B P PR R AT INES A P 0 8 P B I R B AR R AR P e fL o [RJ4E,
SR SE L] FH — A s LA xE B 7 o 1) P VP B AT I, R L RE BIHERR AR 55 2%, A2 IR
S5 A IR TR BRI SR b RS DEHE AR AL . AHEUE TR BEALAE R 770, BaRJE T n s iR 77 7%
REA RPRIERE A SR a6k, ETEIE MR O L SR a6 R a1 O AR 1L 1 i

FedMF J5 75 IFERE MR HAR, SR AT s ST RI RIS I 77 58, BN P 1) i e 00 (PP ) £
FAAEARH, LG RENLRS L T BRIL[16], ERENZ 53 55 =5 Ik 55 a8 Z AW 8 T HOFT I & B i
IR0 R R/ MRRREG IR RIS 5 E XS TIH MY, B8R 25 E AT H . FedMF
it 1A G R o3 AR 28 G P i 2 B30 MR A i 2 e 1) BRI R, A R P 15 R AR 4 R TE A,
275 1 S RA i i (0 R Al _boof P A A R RO HER o 0 TP SR, T AE O AN N AL [T, 32
FERERRA Ok FH P (i R R T HE R F ) AR AR e 1 1

ET U, AR T PR I ()RR ISR B 2 A AT S5 (TF-FedMF) Oy 13k [ PR At 72
7 BB ZSEEE I SN IR RIEFE R, BB i B2 . O T N HERE RS
o B A S S AN B B A R R, SR I A I . SRR, SRR INE R, SEAEE S
AT HERAAR A (R ST ANHERE G R AR, X AR BB REHEAT I AR A i, AMUAE SRR EARIE T
ol (S, SRR RS RIS, SEBL T Rk B MHERE R 55« ISR A RS A R IRy P B AL
ERE R PRTHHEDE RGOS LA RE

2. i E A
2.1. BRIBAERE SR

1R T FedMF (B AERE/r RRELE o 2 SREMR UL 1AL i 6 MR o) MR HHERE 2R b FH P O 2 080 AR
AiE [ B S5 B FA T 5 1) L, CRUEF B BB IF AR, IF % A P S =g (B FAORY, [R5 i
B A b SURE e T A SR B HER I, AEIXMEZE I K2 538 RSB RS
ST ISR, PR SER,  IF HH P RS AL 2 B IR S5 S O IR

FETFIRFERE M R RE A, W N — S HORAT WAL . W) FEREAE R 5 s m A0 an 4k, P HE R AE
A BN P AIE . BRI ZRd R AT

1) MRS58 AP Wi a0 V BEAT N, 1930% 3 Cve UL, BHTHI Cv NFTE FH BT S fi
% .

2) B MRS & TEEGET Cy, IR B P AT, 53] Vv IBISC. A vV 3T
EHF U ERE G, RS AN G BTN, S21% 3 Cv. ARG EIL TLS/SSL %4x{5i8, Cyviliid
B AFIE R A RS 4

3) FEWCEIFH P SCRR P SSRGS B8 % SO B R . Gyt =C) —Cq o ZJF, AM FE
2 BHT I Cye
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Figure 1. FedMF framework
] 1. FedMF #EZ2

2.2. MERSME

AN E (HE) [171% B0 THOR 2 b, R s S 8ok Ry P (R . HE &
PRSI JT 58, SOVFRRTER =5 %N Ja MEE AT B e R S e d . iR A Q) MaL, AN
TRART—AIBHE “*7 FFRS:

E(m)*E(m,)=E(m xm,),vm,m,eM 1)

H, ER—MINEEE, M A Rer B 5 5 18].

D& RIS I 2 % T ImE I A N, 8%, Bl LU Dyge4ak:

KeyGen: A= i 2415 (pk, sk), A pk &A%, sk &R .

Enc(m, pk): fEHAHH pk I E m, #33)% 3 c.

Dec(c,sk): f# A sk i %30 ¢, 333 m.

Add (c,,c,): RFTPEANEE L ¢ 1 e AT INEIZ S Enc(c, +¢,) » B L Cas

DecAdd (ca,sk) - f FHFAEH sk Al % 5 car 133 W SCZ A Mas

AR A Paillier [191INERIZSINE J5 %8, 1507 BMAIR 1% SCUHE S5 BB SO g R RIS, B
FE% SO N AT Iiia 55 6 IS0 B3R T INiE @ SR AR [F) R0 ol 3Rk J7 2, AT PAE RS I S )
P BAR AT ERAE, IMAE— @R EORY T B 2 4. s A R =(2) s

E(m)+E(m,)=E(m+m,),Vvm,m,eM (2)

ARQ)RRHSCHIRMGEF T RAG %L, ERMERE, M ZAREURNES .

2.3. BRIENAREY

Bl OB B PR IA 5284 [20], & Simon Funk £ERE R i HOR AOFEAT_F, 3 B 2 PR ot i ok
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1, AZC BARE B H P O E 2 B B SRR IE B R 3, 2980T F P D S 47 R, 18 B B e XS m T
MRS R F SR Bl SRR R PF 0 JERE R 23 A W IR 2R B 1 e FR R R s L R i 2 (1]
RIS RR, TRRN:

R, =U-VT ©)

Hef, R, eR¥ FRm AMHFH B AT ES, WEEITE 1-5 Z I8, U RH PRHERERE, V2
VIR REIERERE, UV eR'.
FHF u 0Pt i BP0 T R B -
R, =UT-V 4w, +W, +u 4)

H, pRAERWE, w, Mw oRbEHE o BYE T RmE, UEBEP uIRHERE, VETH i 14
fEIA &
3. PSR FHERIEXIRAERE S B EE
3.1. MASREHMERER S REFEEE

FH P 68 77 i R PP 152 SR B2 o i o B T (R 4R AN W 38 4k, R P (i 2 AT AT 2 LRI RE 2 B 2
AR o AL S 4R B 23 iR (Matrix Factorization, MF)FAR AR 2 F SN EAZNE)HE LI 54
an VP2 (RTINS d I S A S TR RIS B, 25 TP RN ) AR 22 T DL % 42 Ry~ 3 Vo SR v B
R o XM RS il T VEAE AL R R HE R R G SR JE A 2L, RERS IR A - AT H (178 7 (i 17
HURRE . SRT, AR4EH) MF T3 ok e P - BUE AZ BB RIR . A TR - TE 28 B it
(R 280N FH BN A5 RSE ) R, B T — Mok IR TRIRFAE DN 56 e 2 i i S0, B TR-MF 55092 (Matrix Fac-
torization Recommendation Algorithm with Temporal Feature Integration). 1% /772 AEM 55 i a1 F 7 Ao
H B 2SR B A b FIAe 1, AT i HEFE 28 0 00 HERA MR AT R

722 R @) PN RS, 10U, (t) - w, () Alw, (t), DMEAE 265 R, (t) AT ST
W, FEAE AR (@) E -

Ry (1) =UVT +w, (t)+w (1) +U, xt, +U, (t)+ 5)

Horb, U (t) ZEEBREL v RFEAE, U, xt, P iRyE P AR . BAaR(E)E LH
breg N R

L= Z(RUi ()-Ry (t))2 +A(V, +U, +w, +w, +U, (1)) (6)

TR BEALERE T P4 (SGD) [21] 5B A S 4

Uur =V =3 )
Vi, =V, —n% 8
w, (t)=w, (t)_nﬁ (9)
W (t) = w, (t)-n% (10)
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HE— 2B a1 8 2(7)~(10) 73 F U F -

Uy =U, +77(e; Vi =AU, ) (11)
Vie=Vi+7(e; Uy =4V () (12)
w, (t) = w; (t)+7(e,; — Aw, (1)) (13)
w, (t) =w, (t)+7(e; —Aw, (t)) (14)

ﬁ‘:qj’ €i =Yi— 9ui %i%%tlﬁ’ n 7\%%2%0
3.2. RAEREFHERERFIERE S IR EX

T TF-MF 53k, SINEBE M4, B TF-FedMF %% (Federated Matrix Factorization
Recommendation Algorithm with Temporal Feature Integration), PASZIANUEE P iy 500 B 347 FEBE )
] AR RS S, G I 2 P i A b o P S Bl (07 i A . 7R TR-FedMF L&, Bl Us 2 0 A X
(), AAAEAESE =TT RS54 b, F P B0E S P s A ) TR AR AOE 1 8 O AE P AR e s vl - T 420
B K it s A I TRLRREAE BB T 38 =07 IR 45 38 L AERBAISL == IR, A 7 R oRax FhfE JE k6% 0] 23,
P& tH 0T BR BEREAT S, A RS54 0 iR i FE AT S e, A A M BRAT B B . [FIR, RS
FRATIIR N AZ B AT F G b 5 (0 BE AT BB . SRINXAE — N HARI Tk — 2 A R s s . 2T LA
b, 4R TR-FedMF 535, Z5HEREWSAE DRI H - R ALK RIS, SCB AR 0 7 A7
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Vigats: VISR HARE Y, BEmEw, (), FEHAAHINE Enc(V, pk)— C,
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Figure 2. TF-FedMF framework
[ 2. TF-FedMF #E22

w2 s, BRT TE-FedMF BIEMEZE, EIXAMEZR R KWK 5. RSN Bk
St WS H AT, P W, R EH P R BIARSS 2SI AR .
AL BT 2.2 VRN INE LSRR B, e A A SRR . S AR G AR e R
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h—AH P ERHT I . AYPRESEIRS SN RTA S 5E . JF RPN P2, FHEx
W25 ae AT R . BRSSO APIMAA S ANF ) TLS/SSL.
SHWIE: TR BRI R 2 0, TR BN — e S HAT IR . S5 I aa A M ARV,
Yot B I w, (t), S EA I F - i BT w, (t) B P A RE U
SERES ORI
1) ZEWIaEA: RS S PIG A ITH R vV, H B w, (1), e mE S w (t), JFEH A
HEATINE, 1931330 C, = Enc(V, pk) & C,, = Enc(w (t), pk), BHits Cv 2 C,, ( JHTA HILF i) R #ifih
i
2) M EREHT. 2 IR SS A T BRI Cy ) C,, (), FFEER S AT R, B4R
w, (t)= Dec(CWi(t),sk) , C, =Dec(C,,sk), FIFV Al w, (t) BEAT 530 5B TH SR -
AU, =n(e; Vi AU, )
AV, ¢ = 77(eui Uy s _/Ni,f)
Aw (t) = 17 (& — Awg (1))
Aw, (t) =7 (e, —Aw, (1))
SRR AR BRI T I, BB C Cy, . Co . Co, - HIL TLS/SSL % 4:(5IH,
Co, :Ca,+Ca, 1 Co,, o LR L AAFIE AR S 25
3) MBI B ORI JR, IR S% A A FH 1228 SC SR I H G B A

N
C,=C, - ZCGU
u=1

(15)

©’

N
C, =G -2Cq,
u=1 (16)
Cuvy = Cury ~ ZCo,

N
)_|:
N

Con =C Cs

7 )
wy(t) Gy ()

4) IXALL PR

WHE TF-FedMF SEMINZd A, FEEPATERE S, % MR SS 4 i (A B s i S 4. H
FHIEIRVE S BIR AR B AE R P A, (HIEE BRI 5 . LR BIRS SALR R R
TN J5 BB S RE RIS INE RG0S LA X, DRI £ SCBGEi [22], AR AT EeARr 45 12
A M F 25 IR 55 4% . XAMNAENE SEIL A P RS AL A R 3, IERES IR HEMR I HERF 25 2R . SR 4
FedMF SEAHEL, A SCHE Y A SEIRAE 20 7 S AR 55 2 s 2 TB] 5T N T IRV BRI 3R, IR W o IRk Fa AR SR AR T AN
Yol 22 RE RS W R N« ARSI AN TR . ok RES S SR T RGTIAERATE . 7R OREE FE AL

A, TF-FedMF Skl Gl IR [RIRFAE, 3 SR IBC R 25 STHEZR T AR HERR g AR (1 3 Ao M
4. SEWSH

FEXS PR TF-FedMF 5895, AR LS I LS PP Bl 2 Bt AT st i, DASRTIE TS 50 e
PR BE SR A R B RRAL R Y™, RN B B e O HERE HE B

4.1 SKEHIESR
AE SR EUATT MovieLens HUEZPF /3 Bl 2 BT (1 mi-latest-small Hdfs S RA A O L6 i 4
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ml-latest-small #dfa S 60 FH P Xt 2 H0TE . PRI ). P MDEE AR 22565 B, AR P 20
PP T 20 ERHLEZ . BRI HAARSETHE B EE 1 PR

Table 1. Statistical information of experimental dataset
=1 LRHEEBELKITES

ECEES EVRE (& H AR PRAMILR PR PRI ML
ml-latst-small 610 9724 100,000 1~5 98.3%

4.2. W ia#r

HEFF HER P 2 A R AL 9 R BB AR . ARS8 F T3 4a %) 1% 2 (Mean Absolute Error, MAE) il
)75 i 2 (Root Mean Square Error, RMSE) AN F FIVFA 48 b5 % BT fe L HER YEIEAT V-5 . MAE &
TRTRIPESy 5 H Sy 2 Al A 0% 2 (K 1 . MAE (E#/), RSk, Hog T

|\/|AE=ZEL;—5—| (17
¥

RMSE - TP 43-5 FLSEVF 4 B 77 22 BF- 7 AR5 T /8 n B9 LEfE . RMSE B8 w7 Z Hufif 2 1

HERGHMETE . RMSE BN, FSEE . He R

(18)

4.3. BYRE

KIS HUEM B E W R IEMASEERIME N 1le-6, FIRMERINE N 1e-3, BRERIEME k ER
WEN 10, IEREL d FIBRIAES 100, TEAKSEIEH, BUORRR D KA E T SLI R, k4R
PRIP BB S iR A4 R

FIAINESHRE: APIKERE N 1024, BEW R REN 1 Gb/ls, HHES SRS, a5
YL E N 100,

SCEGIAEE: ] 5.1 GHz, 6% CPU. 32 GB RAM, #:/E %% Windows 11, #wfLi& = A Python,
5 gmpy HEEL I python H A R 25 05658 4

4.4. SLIMEER

1) ISUERS [RIRFE RN A2 75 IE A

ERIT FedMF A7 A i B A A0E i N R B 20 i v DA IE R A FE AR P Am i O sh 251, MR EER) RMSE
1 MAE (BT BRI &, 3k 2 fiw.

Table 2. Comparison of time feature integration
= 2. FYEFFEREAXTEE

TF-MF TF-FedMF ZEAF
RMSE 0.8229 0.8239 0.1%
MAE 0.6345 0.6346 0.01%

3 2 i[5 4, TF-MF fil TF-FedMF 7£ RMSE I MAE J5TH 12 5 3E% /N . 1X 38 B LE 1% 30¥E 8 f s
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WVE R, IR0 oA 2GR 7 VR B B R A (Y PR P2 . P IR RE LA Y, SR
2 SIERFE RS AL R, 5 8R Re 8 HE (it 5 4 rp 3Q 5 VA ) TURE P o AT AE B 17 BRF [R5 A0F 2 R i
A DAFEBR S CTAEZE N A IERARRN o TN AR SRAE KRB 37 el g, IR 280l ok Ar b 2], Bk
IR T, HEA BRI RFARY 2 4.

2) S HTIBARREON S B 1 B

A ] 3 |4, 2R A [RIEAR VBT, TR-FedMF H FedMF B4 B8 /)Mi) RMSE 18, 34 B TF-FedMF Et FedMF
HA T 11ERe .
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Figure 3. Comparison between TF-FedMF and FedMF
[ 3. TF-FedMF 5 FedMF Xttt

EEEAN N ZRd FE T, TF-FedMF 1) RMSE {EAHX R 8 , BN, ORFFAE 0.8 3 0.9 [l #HELZ R,
FedMF ] RMSE RILH B3E 1 T REEH, BEE NIZEE(epochs) 3N, MERAVINIL) 2 &M~ FRER
1.2. TF-FedMF 7E I Z5H1R] ) RMSE B 5 B 3 e e, RIAH TR ZR N, BRVERER T . SR FedMF
NGRS RMSE B BT TR, (HHEYIRZERCR, &2 1) RMSE BT TF-FedMF, 15 B H: 71
MARZEECR, BRIV REA X B2

R FedMF 7E I Zod #2 R I H 538 ootk , (B H 521 RMSE B4 & T TF-FedMF. TF-FedMF 15
RUTER ) A ZRbe H T A 0 H S A% LS AR 2 ) RMSE B, R IIIHLTEHEE R G T REIL T FedMF
B, PR, EXPFPERARL Y, TF-FedMF BAA B 4F R,

3) ) Ir ML R

WHERRSRHEE S 10, HAMSHIRFEAAR, RIETHREIZE, % E % ) R0y 0.0005 3|
0.001, % ] 2RI RE B R P FE A R . T R BT /N 2 ) 2R AR s ma i A I 2524, T 0.0005 £
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0.001 3XANE FElAL /N, A SRAE — /AR AR (1 DX HEAT 00, AT R B R 2 ) 3. 1 K 2%
R E e FEER NG PR B G AR L, BRSO B B A . /N 2% 2] 3 AT g 5 OB
WS B 18, HRENRTRIE, TiER SIS,

Wi 4 FE 5 FrosisEie g R LAE . %2 %05 0.0007 1 0.0008 I, HEALLEFAFEhR(RMSE 1
MAE) b3 I AR IKR 25, Tl I IX AN 2 2] 28 BR A% 50 U b P B Py W SIOE P2 RS R 1, BRI ik
. % >]%74 0.0005 F1 0.0006 if, FEALEPIANFaRS LR BUBE SRR E, WA RN, F
BRI TR NG, RER K. %4 0.0009 A1 0.001 I, BEA KR ZEA NG, {HA200.0007 A
0.0008 FILML 5, Ut HIIXEL 2 >) R BARGEOE AR SK, (Hn]REAAIE— 2 IR R REIA B & R it -
tit, AR HAEL B IR, 3213 0.0007 5% 0.0008 AEHS SR HAR MR %, RN

ik
RMSE
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Figure 4. RMSE values under different learning rates
E 4. FEFIETH RMSE &
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Figure 5. MAE values under different learning rates
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