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Abstract

With the widespread adoption of cloud computing and virtualization technologies, virtual machine
(VM) fault detection has become crucial for ensuring the stability and reliability of data centers and
cloud platforms. Traditional fault detection methods often suffer from low detection accuracy and
slow response times when dealing with complex and dynamic virtualization environments. This pa-
per proposes a VM fault detection algorithm based on attention mechanisms. By incorporating at-
tention mechanisms, the model can more precisely focus on key features related to faults, thereby
improving detection accuracy and efficiency. This method integrates Convolutional Neural Networks
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(CNN) and Long Short-Term Memory (LSTM) models with embedded attention mechanisms to ana-
lyze and process VM operational data, such as logs and performance metrics. Experimental results
show that, compared to traditional fault detection algorithms, the proposed algorithm significantly
improves fault detection accuracy, recall, and F1-score.
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Figure 1. Architecture of CNN-LSTM virtual machine fault detection model based on attention mechanism
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Algorithm: VM Fault Detection Algorithm Based on Attention Mechanism

Input: Data - Virtual machine performance metrics (CPU usage, Memory usage, Logs)

Output: Prediction - Fault detection prediction

1
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12:

13:
14:
15:
16:
17:
18:
19:
20:

21:
22:
23:
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25:
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27:
28:
29:
30:

31:
32:
33:
34:

function preprocess_data(data)
cleaned data « clean(data) /] B F
standardized data < standardize(cleaned_data) / #x4% AR b4k 22
return standardized _data

end function

function feature_extraction(data)

conv_out « (W * data + b) Il BRE
bn_out < ((conv_out - )/ V(o2 +¢g)) *y+ B // #EJT—4L
relu_out «— max(0, bn_out) // ReLU #7#&
pooled_out «— max_pool(relu_out) /] Al &

return pooled_out

end function

function Istm_processing(data)

i, < o(Wx,+Uh_ +b,) I &

f e« o(Wx +Uh,+b,) I i

0, < o(W,x,+Uh,_ +b,) Il %y &

¢, «f oc,+i,0tanh(W,x, +Uh_ +b,) /I &le$ T

h, <o, *tanh(c,) Il BeBKR A
return h,

end function

function attention_mechanism(hidden_state)
attention_weights «— softmax(score_function(hidden_state)) // & 1 E
context_vector < sum(attention_weights * hidden_state) /I ETFXeE
return context_vector

end function

function classification(context_vector)
output < W * context_vector + b /] AR A
prediction « softmax(output) /I B
return prediction

end function

function vm_fault_detection_algorithm(data)
preprocessed_data «— preprocess_data(data) /] BT
features < feature_extraction(preprocessed _data) // 4F4E4R I
hidden_state « Istm_processing(features) /] B8] 3] A 2
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35: context_vector «— attention_mechanism(hidden_state) // & /1 AL
36: prediction « classification(context_vector) 1 EAE S
37: return prediction

38: end function

39: data < load_data("'vm_performance_metrics.csv') VFLE-¥ &3

40: prediction «— vm_fault detection_algorithm(data) /] BATHEA W Sk

41: print("Fault Detection Prediction:", prediction) — // # & #K A ] Fim) £ R
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Figure 2. Virtual machine fault detection simulation process flowchart
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Wk 2 iR . B %6, #1446 CloudSim 7 A8, JFGIEE BC B R 47 10 it LA ] - A2 (Datacenter Broker)
LUE BRI 2455 . FLEIF QIR EINII R AL, BB TN R IERR RAHE RS . £
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PRSI Ak B AS AR Y

AR SLIGTE S e AR S AT . TARSAC % T 2 AL #4% (Intel Core i7).32 GB 447500 GB [ SSD,
NVIDIA GPU (GTX 1080) FH - Is i 5 = > B A (1))l S5

SEGAE IR B4 Linux 4/ 2 45(Ubuntu 20.04 LTS), Java Development Kit (JDK) 8, Python 3.7,
Anaconda %5, FEIF & 45 E T EAFE CloudSim. Eclipse. Jupyter Notebook, &2 HELE K Ten-
sorFlow, NumPy. Pandas F T#(#E540F, scikit-learn A TR PEA5 AL GEFR bRt 5.

N T AT VAL KR AU LA I SVEE A R S BOAEE T I PERE R I, FRAT¥H T — RAILE, Xt
PN BEFEAR AR 1) = ESHOHATIRF b, FESLESHOFEEUNEE . SR RHE4EE
A N A

4.2. SCIEMEREIERR

TESEEG R, FRATTR H 2 Fh itk e 4805 >R DAL R FOUN L B for A 2 A0 A A e A i 12 . = B BB FB AR
FEVERA 2R (Accuracy). A B3R (Recall). F5HH3 (Precision) 1 F1 43 % (F1-Score).
1) A2 (Accuracy)
PHERA 22 RS FREIN IE A O RE AR 5 SR AR B e, TR A -
Accuracy =(TP+TN)/(FP+FN+TP+TN) (15)

Horb, TP OREIEG], TN HE G, FPOAMRIEG], FN ], ez sme 7R Rk 4268 71,
(ARSI, PR R R FEOR P
2) HE1Z (Recall)
A B RARTEFTA SLBR N IEBFREA R IERR IR K IEBIREA S L], o5 A 508
Recall =TP/(FN +TP) (16)

IR Z e e 7RG IESRFE A U, R BB i A 1) B e by . AR AR S5, = A
[F] 2 R R AR A R A% RN HH R 2 B A, IR R XU o
3) K& = (Precision)
R A R AE T A B U N IR O Re A b, SERR N IEGIRIREAR B L], THE A -
Precision = TP/(FP + TP) 17)
FERA R S e T RSB T &5 R e S, R AR ORI E B R AR . FEMRAT AT S, R
R Y () B B B e, D T R
4) F1 7344 (F1-Score)
F1 73 BOR KGR AN B2 B %, 2658 TR BRI R A A R, THREAN:
F1-Score = 2 x Precision x Recall/( Precision + Recall ) (18)
FL 3 BAEREASE AP OIS O0 N G N2, RS R AR AL M R 1) 5 4 TR VT A o
4.3. SEWXEEESE

FEARSE R, JATAEE 1 2 Ml ek A%, PAVPAL L 7= /1AL CNN-LSTM BEALAE EESUbL L
FEAS I 55 P e o 3o b SR AR BEHLARAR 28] B AR TH I [20] AN A I AZ M 48 BA[30]
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BENLARR R — P AR S 0%, @ M 2 AN SiA, IR & L0l 45 B AT 73 2K enl e . 72 RE UL
WUB AT AT 55, BENLARMR AT DLd I 2% ] W LYE BEFEAR AR, 7 W PO A Y, SR e 1)
RO o BEALARAR B A B 0 7 SRS FE AR E 1, RBAS AL B RUSEHE ,  (EL IR AN T I (A4, A
BRI L2

T FZ 2 7+ B (Gradient Boosting Decision Trees, GBDT) & —Fh R 2# > 5k, @idE P E— R 5k %K
B, A — R 2, SEBLE R 2Ek R0 . GBDT fEANEE & 24 i AR 2 M 5% RAIFAE RS 1 )5 THi %
PR, 76BN R AR S, GBDT w] LLd 5 ) MU LE BEFE bR UAFAE, 32 A0 DA A ik o Yo A
AL, SEPUGT R ) E o . GBDT B & (1 7 NS FE AR E 1, 18 A T R, (R ISR TR
K, SHARE 2.

KA B AZ R 28 (LSTM) A& — FlRr ik (136 4 28 R 48 (RNIN), S I 51 A8 AZ 58 e f T TR, RERE A K
FARAN 2% S K 8] F A AR OC &R o AEERINLS SRR AT 55, LSTM  A] LU i 2% =) g L1 R 45
B (RIS [B] PP BRI, S ST B PO R 2R, ST B ) = AR M . LSTM RE 5 AR b BRI 8] 7 41 40 4hs
EAEBE TGRS, (EAEEIIZE K, THEIRT RS,

4.4. FEIEMNBEBEEMRERILL

ZSEIR VAL EE TV E R ALK CNN-LSTM B4 5 HAthoof B SRR (LR AR . BREESR TR . LSTM)E
AN [E R L BRI R I RS, DABRAE CNN-LSTM #E Y 7E e L & AR AL R A A Bk 2 vk

BAAE P B A i R B0 A A [R] R SUUFTL %5 (100, 500, 1000, 2000) ) 2 UL A: it 48 5 B (i 18] 25
K[E E N 60, HFAEMEFEE N 5, MR AKCERE E N 0.2, MEEN ELBIE &N 20%). 7EEdE#4T T Wik
B, fFHZETEZINGIN CNN-LSTM BLAY . BEHLARMR . BEESFRIAT LSTM R84 73 347 I 25 A0
T, 10 ARSI ) R T RO ). SEEG 45 1 R

Table 1. Performance comparisons of algorithms under different VM numbers
F* 1. BEAEAEREMUN K E ATt

Algorithm Number of VMs Accuracy Recall Precision F1-Score

Random Forest 100 0.82 0.8 0.81 0.8
GBDT 100 0.83 0.81 0.82 0.81
LSTM 100 0.86 0.84 0.85 0.84
CNN-LSTM 100 0.88 0.86 0.87 0.86
Random Forest 500 0.85 0.83 0.84 0.83
GBDT 500 0.86 0.84 0.85 0.84
LSTM 500 0.9 0.88 0.89 0.88
CNN-LSTM 500 0.92 0.9 0.91 0.9
Random Forest 1000 0.87 0.85 0.86 0.85
GBDT 1000 0.88 0.86 0.87 0.86
LSTM 1000 0.92 0.91 0.92 0.91
CNN-LSTM 1000 0.94 0.93 0.94 0.93
Random Forest 2000 0.89 0.87 0.88 0.87
GBDT 2000 0.9 0.88 0.89 0.88
LSTM 2000 0.94 0.93 0.94 0.93
CNN-LSTM 2000 0.96 0.95 0.96 0.95
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1] 3 51 Bl R I TR 4 6 R 07 TR L €, BEE RE AL (s n,  HARRESR IR 22248, LSTM £
RPN ZR RV, THEEBTIR AR SR R o 2 IR AL ) CNN-LSTM B RLAE Py RE LA T 2 R I H
@, PR R R IR T HARR FE %, A R A A B R AR MO B i, RBUC R . 85I
FERIHLA, CNN-LSTM BENS B G Hb ST i FRAR 5C (K S B ARFAIL , it v o R 00 ) A B AT 8

4.5. FEIEESKEEEREREL

ZSEIR VAL EE TV E R AL CNN-LSTM B4 5 HAthoof FL SRR (LR AR . BREESR TR . LSTM)E
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AV A B 2E s bR A0 A AN RIS [R) 25 K (S 405 . 304 60, 90, 120)F KEABUNLE: B b i dE (2
PN HCE [ 52 9 1000, RAELERE[E E N 5, ME/KTFREE A 0.2, Bl LGl [E & 20%). %A )
B RAT AR HEAG KRB, R I 2R RO AL o SO0 48 FH 36 TV 2 UL Y CNN-LSTM REAY | BE AT AR K o
BEEESRTE AT LSTM R 23 S HEAT I ZRANTI,  FF e S A3 vk S50 R DI R B TR R A ] o S 36 25 SR e
2 FiRo

Table 2. Performance comparisons of algorithms under different time length parameters

* 2. BERETRINK T EREXTEE

Algorithm Time Steps Accuracy Recall Precision F1-Score

Random Forest 30 0.82 0.8 0.81 0.8
GBDT 30 0.83 0.81 0.82 0.81
LSTM 30 0.86 0.84 0.85 0.84
CNN-LSTM 30 0.88 0.86 0.87 0.86
Random Forest 60 0.85 0.83 0.84 0.83
GBDT 60 0.86 0.84 0.85 0.84
LSTM 60 0.9 0.88 0.89 0.88
CNN-LSTM 60 0.92 0.9 0.91 0.9
Random Forest 90 0.87 0.85 0.86 0.85
GBDT 90 0.88 0.86 0.87 0.86
LSTM 90 0.92 0.91 0.92 0.91
CNN-LSTM 90 0.94 0.93 0.94 0.93
Random Forest 120 0.89 0.87 0.88 0.87
GBDT 120 0.9 0.88 0.89 0.88
LSTM 120 0.94 0.93 0.94 0.93
CNN-LSTM 120 0.96 0.95 0.96 0.95

M2 FTULVE Y, BEE I EDACRIIE N, BENLARMRAOTERER P (MER . AR R, FL o4k
AUC-ROC)Z & mr, HHANERESRTHIRE BEAR XS AT IR o 7EACFR AN 18] 5 SR I, IR TS TG, A
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RUERENE R E . GBDT fEAFIN MK T RIFE, MERETEARBONILTS, Rl R AR R 2R ARk 5C
AARHE BT - 28100, GBDT MR A, SHOHE S . LSTM fEHHE i 7] Fr 51 Kot 1 K i
[AMRAOR 27 TR I 6, BEE R PR AN, HAksefats B& Tt LSTM BALUIZRI AL, it
VIR R B . CNN-LSTM BERLEE A7 I (AU AR SR I €, LR RESR bn W] AR T A PL AR,
R AR AE A TR I (8] 7 B i, SRIICA R . @I 5IAEE JIHLH], CNN-LSTM REHS B4 i
B AR S I G BRARF AL, S vy e P 00 ) VR B 1R AN R0

4.6. TEIFFAESE B R A RERTEL

SR BTG SE TE R AL ) CNN-LSTM 58 5 oAt LE Sk (BEALARAR L B5 23R TH L LSTM)
FEAN R B Re AR 248 3T RO B A I o S 96 A0 P 50008 A 1t o B PO IR AR 2E P2 (B 80 = 34 5,
10+ 20)ff) HE DML BE4R bR B (B PN AR [ 2 >y 1000, B IRID K i 2 60, M7 KPR &y 0.2, Hif
FENLLBIRE 2 20%). %ot B HEAT bR AL AC B, JERI IR EERINREE 5, YR LRIk DU Fh o1,
SRR SE RN 3 FR

Table 3. Performance comparisons of algorithms under different length feature parameters
= 3. BEEEEMFEHEE T HaexTtL

Algorithm Feature Dimensions Accuracy Recall Precision F1-Score

Random Forest 3 0.8 0.78 0.79 0.78
GBDT 3 0.82 0.8 0.81 0.8
LSTM 3 0.85 0.83 0.84 0.83
CNN-LSTM 3 0.87 0.85 0.86 0.85
Random Forest 5 0.85 0.83 0.84 0.83
GBDT 5 0.86 0.84 0.85 0.84
LSTM 5 0.9 0.88 0.89 0.88
CNN-LSTM 5 0.92 0.9 0.91 0.9
Random Forest 10 0.87 0.85 0.86 0.85
GBDT 10 0.88 0.86 0.87 0.86
LSTM 10 0.92 0.91 0.92 0.91
CNN-LSTM 10 0.94 0.93 0.94 0.93
Random Forest 20 0.89 0.87 0.88 0.87
GBDT 20 0.9 0.88 0.89 0.88
LSTM 20 0.94 0.93 0.94 0.93
CNN-LSTM 20 0.96 0.95 0.96 0.95

M 3FTLLVE Y, FEERFALAERZ AN, BELARAMRAOTEREFR PR (HER . AR iR, FL o4
AUC-ROC)ZE i, (HILIERESRTHIE AN AR . GBDT fEA [FAFIELE S N RIALE, TEARIR L
750 FERRAEAL PR IR AR B R RN AEAZ BT T o LSTM  FEA SN 5] 77 51 800 P I T 8 5k 2R 77
ORI, BEERFIEAERZ AN, HAERESRFR R FETH. CNN-LSTM AL i A KA 4 J5E T P R L
o, HAPEREfE AR IR T AR LU S0, R R AR AL T s e e i, SRR . SR 5 NER ML
i, CNN-LSTM REMS S5 Hh I A B 5% (10 SC B ARFAIL , - vy i s RGP B 1 A 28
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4.7. AEIHEEFN L HIE LM RERTEE

SIS EE TV E R AR CNN-LSTM R85 H Al LSRR (B HLAR AR . BREESE TR . LSTM)TE
ANTR] R A N EE A T B R T B, DAIGAIE CNIN-LSTM RS R AR SRy N B AR A T AR il A4
P SOOI EOHE A s R AR AR RO v E N EL (S B : 10%. 20%. 30%. 40%) F A2 FLHLI: AE
Fabn B (R SO LECR [ 52l 1000, B IA)5 K[ 52 A 60, HFAELERE[E 2 5, MR KFE 2R 0.2). S5
ZERAINE 4 B

Table 4. Performance comparisons of algorithms under different percentage of failure parameters
4. EEETEMPEENLL G T aEXTEL

Algorithm Percentage of failure Accuracy Recall Precision F1-Score

Random Forest 10% 0.81 0.79 0.8 0.79
GBDT 10% 0.83 0.81 0.82 0.81
LSTM 10% 0.87 0.85 0.86 0.85
CNN-LSTM 10% 0.89 0.87 0.88 0.87
Random Forest 20% 0.85 0.83 0.84 0.83
GBDT 20% 0.86 0.84 0.85 0.84
LSTM 20% 0.9 0.88 0.89 0.88
CNN-LSTM 20% 0.92 0.9 0.91 0.9
Random Forest 30% 0.87 0.85 0.86 0.85
GBDT 30% 0.88 0.86 0.87 0.86
LSTM 30% 0.92 0.91 0.92 0.91
CNN-LSTM 30% 0.94 0.93 0.94 0.93
Random Forest 40% 0.89 0.87 0.88 0.87
GBDT 40% 0.9 0.88 0.89 0.88
LSTM 40% 0.94 0.93 0.94 0.93
CNN-LSTM 40% 0.96 0.95 0.96 0.95

WA 4 FTUE Y, B S BB n,  BENUARARAIBE FESRTH RO TR RE A IS T, (E SR THIE B
PR, F AR T EA AL B iy A7) it i A ARV AR R . LSTM FE LI 1] P 91 4 AIE 7 T 22 B
0, PERE S P, AL T AR AR P R KR AR T T A0S . CNN-LSTM BB (P BESR TR v i 3%,
TP A AT o LU A7) A P B I PR B RE ), JE R AR SRR R AL ) 2 H R S A I DL T, B R A
LN Rl R e A SR s & o

SR, R LA (8 A R o Al N, RRAEEE IR, AT TR R, SR
TR A AR R R AR IERE . (RN, R B e A I o B B ek, AL AR AR B
ANE gy S AN BRI R A 5 . DRIk, B IR OR, SRV B PR R i

5. B4
AT T — TR B CNN-LSTM UL Reke I 503k, i 45 & B AR 22 0 2% (CNIN)

ARFLIICAZ L (LSTM), IFSINER ML, Beit 17— Rl B e LA 9% . CNIN 4 313K
JR BRFAE , LSTM A SIS 18] 3 SIS 0 28 T e LA — 20 B iR 7 AR R 0T i e A S S B ARFALE PR R
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ARSI, 2P T CNN-LSTM BRI R g, 553K, CNN-LSTM R RYTE Lb BRI EL
PR Ze R BE R, A IHERIZE . BEIZ., R EL 4 B0 T Hfh 5 bk, FEH0 H B v ) & 1k A
&AM

AR TAERBOT Tt — B4 CNN-LSTM BB 5t IS4, LA3R m OB AR I, IR R 2R
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