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Abstract

Vehicle-to-grid (V2G), as a new smart grid model, can be combined with renewable energy sources
to provide electricity services, manage electricity demand, and establish a two-way interactive
service model. When electric vehicles request charging and discharging services, they need to
send identification information with identifiable information to the charging station, which causes
some security and privacy threats. Therefore, in order to solve such problems, this paper proposes
an anonymous authentication scheme for fog-assisted V2G network based on the idea of anonym-
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ous credential in cryptography, which meets the security requirements of anonymity, unforgea-
bility, traceability, revocation and so on. In terms of performance, the functional analysis and per-
formance test results of the scheme are given, and the computational cost of each entity in differ-
ent stages is analyzed. The results show that the proposed scheme has practical significance in
both functionality and performance. In summary, the proposed scheme can provide an efficient,
private and secure authentication scheme for V2G networks.
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IR RLEN - 7E ] 1 BT IR V2G I 28 2R v, 2 B v I A B BITR 42 0B & 44 2. 47 IR ES (State of Charge,
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b, HOEV REREYE R FE G s T2 R R G e (RN, R A A R R R B R R, A AR P
TR A, BV AT DATE FARICES, DA FER D SRR, R FEL A v ] FL X B L, TSR AR — B R
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V2G W45 AR T ISR L 7o i R 45, (LIRSS I R AE S P e & 5 R BhR[5]. HshiRER 5 H
fit V2G SRS B B S ERE R G0 B Fe i A SRR, DR R B T R A
drE Oy R B, T 4 Hh SRR = e A PR RIRRRA I o BT T (], ASCHRH T — i 7 S5 4 B V2G
W28 I BB ALR I AIE T o 1Z T BARFS IR AR T IRPERETS, 78 Rkl i 56 UF R 3hVR 4 R IE 1)
B A4 F 5 R A B B BT A 2 1 B A U 1) R 55 LR
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Figure 1. The V2G network architecture
B 1. V2G M4g5eH

2. BRE=
2.1 WeMECx

WL A FC AT [6] /& 24 A B R 2 7 R B 718, DR B W 2 R 2 58 e B [ — LA R SR T
S T2 M R A — e B 2 R R

B G,, G,, Gy =" pMraEEHARE, Hrhg,, 9,702 G,, G, MAERMIT. MM
Xfe:G,xG, — G i &l TP

1) Xlé;%'fi: Xﬁ?&%ﬁlﬂ‘] abe Zp » O € G1 » gy € Gz ’ ﬁ»‘[’j{ e(gf:gg) = e(gllgz)ab °

2) dEiBfbE: A2 e(g,,9,) %1, -

3) WilHEME: MFEEMNg, G, 9,eG,, FXte(g,,g,) # LA M.
2.2. ¥

1) BSHOHHOMES[7] (Discrete Logarithm, DL): 51X G, /2 R EL p B aRiEIEIHE, 9, € G, R B MAERK
TGo é/ﬁ\%(gl'gf)’ FENEZR 2 1 (A AR HMETH S 2 x R

2) Hl5E Diffie-Hellman fi¢i5%[8] (Decisional Diffie-Hellman, DDH): ¥ G, /& &% p B Feik G At
0, € G, R EMAERIG. HE (gl,glX .97 ,gf) » TEMEZE Z T [l AR MERIE 2 = x-y Bl z RFENLIGER .

3) Pointcheval-Sanders (PS)f[9]: % (G,,G,,G,, p,e) /& — LR, Kb g, g, 402G, ,
G, MEKTT. 4h5E (92 .05 ,gzy) Xy eZ, IR A me Z AN S ALK TE IR U5 HAL BibliEH a e G,
i%ﬁfc(a, ax*my) s FEARREE 22 100 3] [ P 38 50T T IR A5 10 1) m™ 26 i — AN BT 1 40 (a, ax””*y) .
3. FRlE
3.1 ARAGER

AR MUK, A5 0 (Registration Center, RC). 55 it 45 2% (Fog Server, FS). 7t Hiul
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Figure 2. The system model
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32. ARERUENX

1) WIasE B

2P RE SR ARG T T 0 — AR S, AR A LS8 B b B R i ot s
RS RIS FHBNKER P AFVALL AR SE, DMETE G S R G DR sSc Il A A .

Setup(l*)—> param : WWHEIEF LM T AR ZH R RALSE. THhOBA— N 22SH A,
SR IEHTH — N2 R IS4 param .

GenRKey ( param) — (rpk, rsk) : BLEI0RK 42 R ZEL param 1E 95N, 4 AT AR Hho0 (2 0
(rpk,rsk)

GenFKey ( param) — ( fpk, fsk) : MEF0R 4R 24 param fE %N, 4 55 Ik 55 25 R 0
( fpk, fsk) -

GenVKey ( param) — (upk,usk) : BE5ENS 42 RS H param fE 9N, JF46 S FBDT4 BB 0T
(upk,usk) -

2) BB

B—IIAN V2G MR EME R RC R HIMAHE, RC #iZiEd 5 ML &0 2 H T
JE L INIE

TokenObtain ( param,usk ) — 7, : ULEVER 4R % param AT usk 10, Hith i
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Tokenlssue ( param,uvk,rsk,t) — Token : Wk B BBV EM A MEIEN]fE, M0 RC H 2GR
UEE BRI R0, aRAE R, MO FEMUR S B A A R, HEAA A 7E AR H B30

TVerify ( param, rpk,upk, Token,t) — 0/1: SL5VEH EV BT, FSREIGIEARRMARNME, EHHZ, W
frt 1; )Rz, #ith 0.

3) Mk R

TELLI B, AN EV 5 FS TR H, ISREGIESEIE .

CredObtain ( param,usk, fvk ) — 7. : PEHEEH BB EV MPAT, A s AR A PEE W] BL
IEH G A3E. B, DIAILSH param, H R usk FI5 RS2 A vk RN, B FRAVEAEEA
VEIEW 7,

Gwmw@mmeJw&mhyﬂmd:E%E%ﬁﬁﬁ%mm%ﬁﬁﬁZE,g%%%@ﬁﬁ
CIRE fsk , MRIE PS RBAHMUKEE T B {o ), i EF cred , HA, nfR3RZ FS e B 1)m M

CredVerify ( param, fvk,usk,cred ) — 0/1 : SL5VEH EV $147, FISRIGIEFEIE cred MG 20, HA R
M 1; =z, it 0.

4) BB

FENIERT B, EV # 2 [A CS EM B AT ARSS, Bl EV IR4E CS A AT HIAR 55 U5 [ kg, HonAH
IS JE P SEAESREAT AR IR E . AR, EV IEFR[A CSIEMH H i St Ak, WA L TREPIRE.

Show( param, usk, rvk,cred,{ai}i”:l,F,Token) o T+ WEIEH EV MHAT, IR usk , FEM L
AN vk, FEiFcred , 4 Token , HR¥E24HT CS W15 M50 I, A2 BRI S AIEE B 7, FERIES
CS.

Verify (param, rpk, vk, 7., o Yy ) > O/1: BLSLIE M CS MIAT, JEIE MRS 4 FS A fvk . ik
MO AH rpk s RUERE EV IS AIEE B 7, A, EA 00 1, SR N AR %
R, Hid 0, FRIEARAEIRS .

3.3. ZEeRKERAER

BEAE: ESMUIENBL BZREF EV S0 EEPLE N, Xl TiE RIS At S GESS
BE S S . BER, HA RCREKEASLE 7.

AT PE T BB AR IE A A A FEIEBCR PR 12 . R A FS MUK A BUEIER
EV A REiE CS HI5IIE-

BUFANIE: BTk R4 rp AR AR B B, 38 A5 RO RN TR BB MY 55 i 6 23S B . S 47 A AIE
FEZIT S, BV RIETE RN FS MUA I B 44 B0AE FE4E, ROy et .

4. EgESTHR

AT T B S IRMSE bRt g . A IIHASE & 24 R 1.5 GHz 1] i.MX6DL (Cortex-A9)
CPU, 2GB W1f, Android 6.0 £l 548, JPBC #ME[10]. £ Ty » Tg,» To RAIEG,, G,, G
SERTR S AR, 43518 0.155 ms. 0.5 ms. 0.75 ms. T, /R 5E Bl IR EL X1 (R [A], Ay 7.85 ms,
noNJEMEECE, K RRVAEMTE EV SR SR . S B M Wk 1 Fs.

TEE] 3 v, WRAE A SC TR SEAR IR, 45 H T A1 B (1 b (] ARAN 1% 450 o 7 2 R IE IS 72 6045 Show
BB Al Verify BirBeo RBCRIE RS — MR, 84 BV E BRI BRIy 24.25 ms, CS {fELRIIE
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Table 1. Computational cost of our scheme
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Figure 3. Computation overheads in different phases
E 3. SEIMERATERN

FEEFAM Ty T, Gl SERHEENNR, W AR AT Type F-IZR AR G, BEAN G, BERI TR K E
S 40 TR 80 AT, i Z, BEFPT RSN 20 T . FEARSEIUERT B b, 4258 OBU Jh) 542
PERTAE AN BENUL R R EIE, RIS G, BEcaR, HSEIR{Ey 40 7%, mln IR 2 4 4 G, HoTR
M7 AFrE, REIRE N 46, +7Z, . Kk, ARSI P44 OBU Hizs — M4 SEIUE T 2 404 300 775 .
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