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Abstract

The occurrence of emergency medical and health events has made all kinds of public places be-
come the object of pandemic prevention and control (PPC), and people are required to show the
corresponding epidemic prevention credentials when entering and leaving public places. However,
in the process of PPC certificate verification, malicious behaviors such as forgery, impersonation,
tampering and theft of personal privacy data have become the biggest challenges faced by the tra-
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ceability of public medical and health events. To solve these challenges, this paper proposes an
anonymous authentication scheme for emergency medical and health events. In terms of security,
the security requirements required in this scenario are first presented; Secondly, combined with
the idea of cryptography anonymous credential, the scheme is constructed by using block chain,
biometric verification and other technologies. In terms of performance, based on solving the
problem of difficult aggregation of multi-source PPC credentials, the performance analysis of the
scheme and the performance test of key algorithms under elliptic curve are given. The results
show that the proposed scheme has practical significance in both security and performance. In
summary, the proposed scheme can provide a privacy and safety certification scheme for PPC in
public places under medical emergencies.
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Figure 1. System model diagram
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