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Abstract
Under the background of new engineering and industry 4.0, many colleges and universities have set
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up deep learning model teaching in advanced computer vision courses, which has rapidly improved
the engineering ability of graduate students. The information security and application values of big
data and open source models are the hot spots of ideological and political education. This paper
first briefly analyzes the three problems of integrating the course into ideological and political ed-
ucation: the neglect of information security education, the neglect of value education and the chang-
ing social responsibility. Combined with the three aspects of visual data acquisition, visual target
detection/classification, and video/image generation, this paper gives a reference mitigation strat-
egy. While promoting artificial intelligence education in advanced computer vision courses, we
should strengthen graduate students’ information security concept, realistic and innovative values
and new social responsibility, so as to ensure the scientific management and effective operation of
ideological and political education in this course.
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Table 1. Data information leakage case
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Figure 1. The market size and growth rate of biometric identification technology in China from 2014 to 2022
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Table 2. Abuse cases of video/image generation model
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