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Abstract

Based on the analysis of network security transmission technology, this paper designed a network
security transmission system framework which was used in application circumstance, and pro-
posed a set of corresponding security authentication protocol, then analyzed the security of the
authentication protocol which might be attacked in the net.
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Figure 1. Architecture of secure transmission system
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Figure 2. Framework of network security transmission system
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3.1.1. WhiUREE
(1) ClientHelloA—B: A, B, (Na ® Kag), H(A, Na, Kap)
(2) ServerHelloB—A: B, A, (Ng ®Kag), H(B, Ng, Kag, Na)
(3) ClientFinishA—B: A, B, H(Na, Ng, Kag)
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(1) ClientHello A—B: Certa, A, Na, [A, Na] K
(2) ServerHello B—A: Certg, {B, Ng, N4, [B, Ng, Na] Kg" }Ka
(3) ClientFinish A—B: {A, Na1, Ng, [A, Naz, Ng] K }Kg
(4) ServerFinish B—>A: {Naj, [Nai] Kg' }Ka
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