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Abstract

In order to meet the security and efficient communication requirements of nodes in space infor-
mation network, a scheme of key agreement between nodes based on combined public key is
proposed. The ground control center first completes the generation of the combination key based
on identity and distributes it to the space nodes through a secure channel. When communication
between different nodes is needed, after the two-way authentication is carried out, the two party
nodes' session key is calculated by using their three secret values and the trusted public key in-
formation of the other nodes. The security properties of the protocol are analyzed, and compare
the protocol and related protocols existing in the two aspects of security and performance. The
comparison results show that this protocol not only has improved in terms of safety, and has
higher computational efficiency.
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Figure 1. The topology of the space network system
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